UY BAN NHAN DAN  CONG HOA XA HOI CHU NGHIA VIET NAM

TINH VINH LONG Poc 1ap - Tw do - Hanh phic
S6: 11/CT-UBND Vinh Long, ngay 19 thang 7 nam 2023
CHI THI

Vé day manh dam béo an toan thong tin mang va trién khai cac hoat dong
trng ctru sy c0 an toan thong tin mang trén dia ban tinh Vinh Long

Trong thoi gian qua, tinh Vinh Long da trién khai day manh tmg dung cong nghé
thong tin xay dung chinh quyen dién tu, do thi thong minh tién toi xdy dung chinh
quyén so, kinh té sd, x4 hoi s gan véi biao dam an toan thong tin (ATTT) mang.
UBND t1nh d3 ban hanh nhiéu van ban chi dao; cac co quan chuyén mén da huong
dan, trién khai nhiéu bién phap, giai phap ky thuat; cac cap, cac nganh da timg bude
quan tAm trién khai thuc hién, budc dau da dem lai su chuyen bién tich cyc trong cong
tac bao dam ATTT mang. Tuy nhlen trong thuc té van con mot sd co quan, t6 chuc
ca nhan chua nhan thirc day du vé cong tac bao dam ATTT mang, tmg ciru su cd
ATTT mang, con coi nhe nhiém vy bao dam ATTT mang trong cong tac quan ly, dleu
hanh din dén mot s6 hé thdng thong tin khong dam bao an toan, an ninh mang mat an
toan hé thong.

Pé ting cuong cong tac bao dam ATTT mang, kha nang phong, chdng cac nguy
co tin cong mang, bao gdm ca viéc ung ciru sy cd nham phuc hdi, glam thiéu thiét
hai, dua cac hé thong thong tin tr¢ lai hoat dong binh thudng trong thoi gian sém nhat
khi gap su ¢d tdn cong mang, Chu tich UBND tinh yéu cau:

1. Thu trudng C&C S&, ban, nganh tinh, Cha tich UBND cac huyén, thi xa, thanh
phé theo chirc nang nhiém vy dugc giao, nghiém tic trién khai va thue hién t6t cong
tac bao ddm ATTT mang theo chi dao tai Chi thi s6 41- CT/TW ngay 24/3/2020 cua
Ban Bi thu Trung wong Pang vé ting cudng phdi hop va trién khai déng bo cac bién
phap bao dam an toan, an ninh mang; Chi thi sb 14/CT-TTg ngay 07/6/2019 ciia Thii
tuong Chinh phu vé viéc ting cudng bao dam an toan, an ninh mang nham cai thién
chi s6 xép hang cua Viét Nam; Chi thi s6 18/CT-TTg ngay 13/ 10/2022 cua Thu tudng
Chinh phu vé ddy manh trién khai cic hoat dong mg ctru sy ¢6 ATTT mang Viét
Nam va céac van ban chi dao, huéng dan cua Bo Thong tin va Truyen thong, cua Chu
tich UBND tinh lién quan dén cong tac ATTT mang va tng ctu sy ¢0 ATTT mang
trong co quan, to chirc thudc pham vi quan 1y. Trong dé, can chi trong mdt s6 noi
dung sau:

a) Quan triét to1 tat ca cac to chirc, cd nhan thudc pham vi quan Iy nguyén tac

“Ung ctru su ¢6 ATTT mang 1a hoat dong quan trong nham phat hién, ngan chan, xu

Iy va khac phuc kip thoi su ¢6 ATTT mang” va “Hé thong thong tin dugc kiém tra,
danh gia ATTT mang trude khi dua vao st dung”.

b) Xay dung Hb so dé xuét cap do va trinh cac cdp co tham quyen tham dinh va
phé duyét cap d6 an toan hé thong thong tin dbi véi 100% hé thong thong tin thuge
tham quyén quan 1y theo quy dinh. Bao dam cac hé thong thong tin duogc trién khai



day du phuong an bao dam an toan hé thong thong tin theo cip do trwée thang
12/2023.

¢) Hoat dong tmg ciru su ¢ ATTT mang phai chuyén tir bi dong sang chu dong,
bao gom: Chu dong thuc hién san lung moi nguy hai va ra quet 16 hong trén cac hé
théng thong tin trong pham vi quan ly t6i thiéu 01 1an/6 thang; ra soat, ban hanh
phuong én, kich ban ng ctru sy ¢d cho h¢ thong thong tin trwde ngay 25/8/2023 va
cap nhat kip thoi khi c6 thay d6i; to chtrc dién tap thuc chién t6i thiéu 01 lan/nam dbi
v6i hé thong thong tin cap d6 3 tré 1én nhim danh gia kha nang phong ngira xam nhép
va kha nang phat hi¢n kip thoi cac diém yéu vé quy trinh, cong nghé, con ngudi.
Truong hop phat hién diém yéu, 156 hong bao mat cho phép xam nhap va kiém soat hé
thdng thi thuc hién dong thoi khic phuc diém yéu, 16 hong va sin ling mdi nguy hai.

d) Thuong xuyén ra soat, cu can bo dau mdi (phy trach/kiém nhiém) chiu trach
nhiém vé ATTT mang tai co quan, don vi, phéi hop chat ché véi So Théng tin va
Truyén théng, Doi Ung ctru sy ¢0 ATTT mang cua tinh trong cong tac dam bao ATTT
mang cho cac hé thdng thong tin trén dia ban tinh.

d) Khong luu trir co s& dir li€u, tai liéu co6 chira thong tin thudc pham vi bi mat
nha nwéce trén may tinh co két ndi mang Internet, mang ndi bg. Kiém tra an toan, an
ninh théng tin d6i vai cac thiét bi dién tu, giai phap cong nghé trude khi dua vao sir
dung tai cac b phan trong yéu, co mat; loai bo triét dé thong tin, tai liéu khi chuyén
d6i myc dich st dung céc thiét bi d luu dit liéu, tai liéu c6 chira thong tin thudc pham
vi bi mat nha nuéc. Kiém soat viéc stra chira, thay thé trang thiét bi may tinh trong co
quan, don vi nham han ché viéc 16 lot, mat thong tin, dit liéu ctia co quan, don vi.

e) Chi két n6i dén cac hé théng thong tin, img dung dung chung cua tinh tai cac
co quan, don vi thong qua mang Truyén sd liéu chuyén dung cua tinh. Déi véi cac
phan mém dung chung, phan mém chuyén nganh can b, cong chue, vién chuc, nguoi
lao dong dugc cap tai khoan riéng, yéu cau thuong xuyén thay d6i mat khau truy cap.
Khi trao d6i thong tin phuc vu céng viéc nha nudc, yéu ciu sir dung hé thdng thu dién
tor cong vu dung chung cua tinh, cua nganh, khong st dung thu dién tir thuong mai,
thu dién tur cong cong.

g) Thuong xuyén ra soat, thuc hién nang cip, chuan héa ha tang k¥ thuat cong
ngh¢ thong tin, an toan, an ninh mang. Nghiém tuc thuc hi¢n khéc phuc kip thoi cac 16
hong, diém yéu theo canh béo ciia co quan chirc ning; chi dong theo ddi, phat hién
som cac nguy co mat ATTT mang dé kip thoi xir Iy, khic phuc. C6 bién phap kiém
soat nguy co mat ATTT mang gay ra bai bén thit ba va cac chudi cung ung cong nghé
thong tin va truyén thong.

h) Nghiém tac thuc hién cac quy dinh vé bao cao sy cd ATTT mang; day manh
tuyén truyén cho nguoi dan vé viéc bao cdo, cung cap thong tin sy cd. Khuyen khich
trién khai tuyén truyén nang cao y thirc canh giac cua ngudi dung cudi dbi voi cac
cudc tAn cOng mang.

i) Cong b thong tin dau mbi T6 ung cuiu sy co ATTT mang (s6 dién thoai, thu
dién tir hodc cac kénh lién lac khac) tiép nhan théng béo su c¢b trén trang thong tin
dién tir cua co quan, don vi, dia phuong.
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k) Xay dung Ké hoach thyuc hién cac yéu cau, nhiém vu tai Chi thi nay, hoan
thanh trudc ngay 31/8/2023 giri vé S¢ Thong tin va Truyén thong dé tong hop, bao
cdo UBND tinh; trwée ngay 12/12 hang nim (hodc dot xuat) bao cio két qua thuc
hién Chi thi nay vé S¢ Thong tin va Truyén thong tong hop bao cao UBND tinh truée
ngay 20/12 hang nam theo quy dinh.

2. So Thong tin va Truyén thong

a) Chu tri, ph01 hop véi cac co quan co lién quan xdy dung va to chirc cac hoat
dong tuyén truyén, dao tao, tap huan nang cao nhan thirc cho can bg, cong chirc cua
cac co quan nha nudc, cac to chitrc, doanh nghi€p va nguoi dan vé ATTT mang va y
thirc canh giac dbi voi cac cudc tAn cong mang; to chirc dlen tap thuc chién cip tinh
t61 thiéu 01 cudc/nam vé bao ddm ATTT mang, tmg ctru su cd trong hoat dong cua co
quan nha nudc.

b) Tham muu, dé xuit Chu tich UBND tinh cir can bo, cong chuc, vién chuc la
thanh vién trong Doi ing ctru su c6 ATTT mang cua tinh tham gia cac chuong trinh
dao tao, tap huadn vé cong ngh¢ thong tin, quan tri mang va an toan, an ninh mang.

¢) T6 chtc trién khai cac giai phap bao ddm ATTT mang cép tinh va diéu phdi,
t6 chuc xir Iy cac nguy co, tng ciru sy ¢6 mat ATTT mang trong hé thong co quan
nha nudce trén dia ban tinh; thuc hién gidm sat an toan, an ninh mang tip trung trén
toan tinh thong qua Trung tam dleu hanh an toan, an ninh mang (SOC) tinh Vinh
Long. Thiét lap kénh thong tin vé ATTT mang va ung ciru su cd trén dja ban tinh
Vinh Long.

d) Tham muu t6 chirc, kién toan lai Poi tmg ciru sy cé ATTT mang cua tinh theo
huéng chuyén nghiép, co dong dap tmg chuan ky nang vé ATTT theo quy dinh. Cong
bd s6 dién thoai duong diy nong 24/24 gio dé tiép nhan thong tin bao cdo su cb va
huéng dan kip thoi cach phong, ngira, xir 1y.

d) Chu tri, phdi hop véi cac co quan c6 lién quan tham muu, d& xuat UBND tinh
dau tu trang bi cac thiét bi, phan mém bao mat chuyén dung lam phuong tién, cong cu
nang cao nang luc bao ddm ATTT mang trong hoat dong cla cac co quan nha nudc va
D01 ting clru su cd ATTT mang cua tinh.

e) Chu tri to churc kiém tra, danh gia muc d6 bao dam ATTT mang va (mg ctu
su cO dinh ky hoac dot xuat doi véi cac hé thong thong tin cua cac co quan, don vi
trén dia ban tinh.

g) Chu tri td chire trién khai, hudng dan, theo ddi, don ddc, kiém tra va danh gia
viéc thuc hién Chi thi nay; tong hop, bao cdo Chu tich UBND tinh két qua thyc hién.

h) Phéi hcrp voi S6 Tai chinh va cac don vi lién quan tham muu, trinh Chu ticl}
UBND tinh b0 tri nguon kinh phi dam bao cl}o cac hoat dong ATTT, Gng ctu sy cd
tai cac co quan nha nudc va Bg1 img cuu sy co ATTT cua tinh.

Dinh ky hang thang S& Thong tin va Truyén thong tong hop, bao cdo Chu tich
UBND tinh tinh hinh ATTT mang trén dia ban tinh (bdo cao trudc ngay 05 cua thang
tiép theo).
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3. Cong an tinh, By Chi huy quén sy tinh

a) Trién khai cac hoat dong bao dam an toan, an ninh mang va Gng ctru sy co
theo chirc nang, nhi€ém vu dugc giao va chi dao cua B6 Cong an, B Qudc phong.

b) Phéi hop véi So Thong tin va Truyén thong trong hoat dong bao dam an toan
ATTT mang va ung ctru sy ¢c0 ATTT mang.

4. S¢ Tai chinh
Phdi hop v6i So Thong tin va Truyén thong tham muu Chu tich UBND tinh b

tri ngudn kinh phi trién khai cac nhiém vy trong Chi thi; huéng dan cac co quan, don
vi va dia phuong quan ly, st dung kinh phi dugc giao theo quy dinh.

5. Pai Phat thanh va Truyén hinh tinh, Bdo Vinh Long phdi hop v6i S& Thong
tin va Truyén thong xay dung cac chuong trinh, ké hoach dé day manh cac hoat dong
tuyén truyén, ndng cao nhan thirc vé cong tac bao dam ATTT mang va ing clu sy ¢b
trén cac phuong tién thong tin dai chung.

6. Cac doanh nghiép cung cap dich vu vién thong, cong nghé thong tin

a) C6 trach nhiém chii dong phdi hop véi S& Thong tin va Truyén thong va cac
don vi lién quan trong cong tac bao dam ATTT mang, Gng ctru su ¢ ddi vi ha ting
vién thong, Internet; cong bd thong tin dau moi (sé dién thoai, thu dién tr hoac cac
kénh lién lac khac) tiép nhan thong béo su c¢d trén cong/trang thong tin dién tir; tuyén
truyén cho khach hang vé cach thirc phan anh sy ¢6 mat ATTT mang.

b) Nghiém tuc tuan thu cac yéu cau diéu phdi tir S& Thong tin va Truyén thong,
Poi timg ctru sy cd ATTT mang cia tinh trong cac hoat dong tmg ctru, xtt 1y sy 6.

¢) Canh bao cho khach hang cac nguy co, su ¢ ATTT mang trén dién rong hoac
khi phat hién nguy co, su c6 ATTT mang lién quan to1 khach hang; ho tro khach hang
ung cuu, xu Iy sy c0 ATTT mang lién quan t61 dich vu do doanh nghiép cung cap.

7. Thu trudng cac s6, ban, nganh tinh, Chu tich UBND cap huyén, thu trudng
cac co quan, don vi cé lién quan nghiém thc trién khai thuc hi¢n Chi thi nay./.
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